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Executive summary

This configuration guide describes how to deploy Audiocodes media gateways.

The document will show to configure and apply a basic configuration to the gateway. The use of
templates and prepared files to standardise deployment and reduce install time is used.

The document will also describe a process to be used in the replacement of a faulty media
gateway.
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2 Assumptions and Risk

The AudioCodes media gateway is supported as part of the process for providing voice for
Microsoft Lync. This is the new name assigned to the third generation of Microsoft Office
Communication server. This process can also be used for Microsoft Exchange Unified
Messaging and Microsoft Office Communication server.

The deployment of the gateway and connection to a Private Branch Exchange (PBX) or Public
Switched Telephone Network (PSTN) should be carried out by an engineer familiar with the
platform being connected to for the trunk service.
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3 Basic deployment

3.1 Deployment Steps

Check PBX and configure PBX for QSIG link.
Or
Check provision of Euro ISDN circuit.

— =

Unpack, mount and cable media gateway

—

Add configuration using BootP, alternatively use direct
connect and use confiauration wizard

—

Confirm QSIG link connecting to PBX
Hand over to the commissioning team

—

Confirm correct working with commissioning team

3.2 Checklist

The following are needed before commencing installation

Item Check

QSIG card for PBX or EurolSDN trunk

RJ48C Cable from PBX to run to gateway or tool to make up.
RJ45 crossover cable.

PBX configuration information

IP address and FQDN for media gateway and Microsoft endpoint

Copy of media gateway files from Livelink.
http://livelink.intra.bt.com/livelink/livelink.exe?func=ll&objld=12113472
6&0bjAction=browse&sort=name
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3.3 Unpacking and mounting

e Open the carton and remove the packaging materials.
¢ Remove the media gateway.
e Check for any signs of damage during transit.
e Retain any documentation and CD’s.
¢ Remove the two mounting brackets and attach to the media gateway.
e Mount the media gateway in a 19 *’ rack. It is recommended that a shelf or supporting bracket
should be used.
3.4 Cabling

The media gateway has two standard RJ45 Ethernet ports for connection to the customer’s network. These
two ports are twinned; use both ports to provide resilience. The PRI link to the media gateway should be
cabled as shown.

e Permanently connect the device to a suitable earth with the protective earth screw on the rear
connector panel, using 14-16 AWG wire.
e Connect the E1/T1 trunk interfaces. This is presented as an RJ48C. This pin out is shown.

& Transmit Transmit 1

4 Transmit Transmit 2

2 Receive Rocaiva 4

1 Receive Receive 5
Male RJI-480 Masls RI-48C
{front view) ffront view)

RJ48 C Pin-Out

Pair Signal Male Male
RJ48C RJ48C
Local Remote

1 Receive 2 5

1 Receive 1 4

2 Transmit | 5 2

2 Transmit | 4 1

The cabling and of presentation of the PRI interface is the responsibility of the PBX or PSTN provider and is
not included in the scope of this document.

e Install the Ethernet connection This connection is RJ45C

e Connect the power supply.
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4 Basic Installation

This chart indicates the steps required to deploy an AudioCodes media gateway.
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4.1 Access to the gateway

The AudioCodes media gateway has an embedded web server that is used to manually assign an IP
address to the device. Connect to the media gateway from a device with a suitable network connection or
directly with a crossover cable.

The media gateway is factory shipped with a pre allocated IP address. Assign an IP address to the device

being used to connect to the media gateway. It is recommended to use 10.1.10.11/16 to initially access the
media gateway.

Default IP Address 10.1.10.10 Subnet 255.255.0.0
Default Login Admin
Default Password Admin

Enter the default IP address into a web browser window running a minimum of Internet Explorer 6.0 or
Mozilla Firefox 2.0. Enter the user name and default passwords these are case sensitive and click okay.

[Enter Network Password x|

? Thiz secure Web Site [at 10.44.65.178) requires pou to log on

Please type the ser Mame and Password that you use for Realm1.

User Name

Password

¥ Save this password in pour password list

Cancel

The home page icon is shown. The device can be navigated using the menus on the left hand side of the
device.

Fa
[ 4

. . Mediant 2000 Submit Burn Device Actions e ﬁ Home Help &= |og oft
wl AudioCodes Py &

|Cunf\gurahun| Management gtgtigsgnos‘tics ( Mediant 2000-Homne-Page W

Scenatios Search

* Basic  Full

+lﬁ?Network Settings
M dia Settings
®@pST Settings

Hid protacal Configuration
#d advanced Applications

gg Eooooooooﬂ ©0

General Infarmation Trunk Status
IP Address 192168100 59 O Disatle
Subnet Mask 255.255.255.0 O ttive - 0K
Default Gatevwsy Address 1921651001
Firmiware Version 5.40.005.006 «) RAEm
Protocal Type =il Q LOS/LOF Alarm
9 25 larm
O Dchannel Alarm
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5 Configuration using EWS

Use this process when BootP cannot to be used.

5.1 Manual Configuration.

The media gateway is configured by uploading a configuration file containing most of the required settings.
All the required files including firmware are from Livelink

http://livelink.intra.bt.com/livelink/livelink.exe?func=I1&objld=121134726&objAction=browse&sort=name

From the zip file extract the contents to a local folder. The files required are the board.ini,
TP1610_SIP_5.40.xx.xx.cmp, Uk, dat and UK .ini

Manually connect to the device using the procedure described in section 3.1.
e Inthe top level menu on the left hand side select Management

¢ Inthe file tree select Software Update and Software Upgrade Wizard.
U @ s Bridge ‘ ‘ i - B - & - [Gheage - GTocks - 7

Y . i Burn BVICE 1ons v = ome el
BT’ AudioCodes BT SIP Bridge & suemit (@) D Act i, H @ Help $ Log off
b s —

Zonfiguration |Managsmsm | gg‘\l;znosﬂcs ( i ——— W

Scenarios Seatch

@ Basic " Full

*|@management Configuration Start Software Upgrads
=i software Update

Load Auxiliary Files Click the hutton to start the software upgrade process.
Software Update kKey

Software Upgrade Wizard Warning'
Configuration File

Before clicking the button ‘Start Software Upgrade’,
verify that no traffic is running on the device.
Even if you choose to cancel the process in the middle, the device will
reset itself and the previous configuration burned to flash will be reloaded.

¢ Inthe Software Upgrade Wizard select Start Software Upgrade. The upgrade window opens.
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] +//192.168.100.59, - Software Update Wizard - Windows Internet Expl... JRJE] 3

CMP file

INI file

CPT file

VP file

PRT file

CAS file

USRINF file

FINISH

¢ Inthe Software Update Wizard window select cmp file.

Load a CMP file from your computer to the device

CiProgram FileshudioCodes\Boot! |

Send File I

Y
4) P ) TS

Previous Mt Cancel Feset

AudioCodes Mediant 2000 Gateway
Deployment Guide

e Browse to the location where the downloaded files are located and select the TP1610 file.

e Select send file. The window updates as the file is loaded. A confirmation window is displayed when
loaded.

e Select next.

& ://192.168.100.59, - Software Update Wizard - Windows Internet Expl... [HJE E3 |

CMP file

INI file .
CPT file
WP file
PRT file
CAS file
USRINF file

FINISH

¢ Inthe Software Update Wizard select ini file.
e Browse to the board.ini file and select send file.
e Once the file is uploaded select next.

Load an ini file from your computer to the device
CA\Program Files\AudioCodes\Bootl ;| Browse.

Send File I

W Tlze existing configuration

The Device will revert to default configuration if no
configuration 15 chosen

OBRCHCES

Previaus Ne;t Canéel Reset
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"> http:/,/192.168.100.59/ - Software Update Wizard - Windows Internet Expl... [Ij[E]

CMP file Load a CPT file from your computer to the device

INI file IC:\Pngram FilesyAudioCodes\Bootl { Browse.. -

GA il Send File

¥ Use exsting file ulc dat

VP file

Call Progress Tones File
PRT file

CAS file

USRINF file

FINISH

49 B X O

Previous Next Cancel Reset

In the Software Update Wizard select cpt.file

Browse to the folder and select the uk.dat file.

Click to send the file. The file is uploaded.
Select next for VP file

Select next for PRT file.

Select next for the CAS file.

Select next for USRINF file.

Select FINISH

/= http://192.168.100.59, - Software Update Wizard - Windows Internet Expl... [RJE]

CMP file You have finished the upgrade process. Click the
"Eeset" button to burn the configuration to the device
INI file flash memory and restart the device.
CPT file
VP file
PRT file
CAS file
USRINF file

FINISH

9 » X g

Previous Mext Cancel Reset

e Select the reset button to reset the gateway.
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The gateway loads the files and if necessary upgrades the firmware this can take several minutes to
complete. When complete the following notification window is shown.
b |

ChtRp 9 A DDLS T Py oceas - W dlowrs Brdernel Daplorer

CHP Version 1D: 5. 80 033
Call Progress Tona File Name:  uk dad

End Process

5.2 Set Network settings

Assign the correct IP address and the address for the media gateway.

¢ Inthe top level menu on the left hand side select Configuration.
¢ Inthe file tree select Network Settings and IP Settings.

e Under Single IP configuration enter the Mediant 2000 IP address, subnet and gateway.
e Select submit.

Fa i Submit Burn Device Actions hd < Home Help
- BT Media Gatew: 3
f J AudioCodes S © & @
Configurstion | Management ?gtigsgnosﬂcs ( el
Scenarios Search
Single IP Settings )
 Basic  Full 1P Address [104a65178
‘JNetwurk Settings 3G (e |255'255'255 192
IF Settings Default Gateway Address |10.44.85.129
Application Settings
IP Routing Table | w Multiple Interface Settings |
QoS Settings | Multiple Interface Table [ |

SCTP Settings
+L?Med|a Settings
HpsTN settings S
*idss7 Configuration
+L?S\gtran Configuration
F e curity Settings
+C?Prntncn\ Configuration
+L?Jﬂ\d\r'anced Applications
#EHTDM Configuration

NN

¢ In the top title bar select Burn to save the configuration.

¢ Inthe top title bar select the drop down icon to the right of Device Actions and select Reset.
?E AudmCodes BT Media Gateway ﬁ Submit 9‘ Burn Device Actions - @ Home @/ Help ¢

Configurstion || Management gtgtilésgnos‘lics ( niansiiadaniat w

Scenarios Search
S — - w Reset Configuration =
© Basic © Full \ Reset Board Reset
@ etwork settings Burn To FLASH [ves |
IP Settings Graceful Option IND ;I
Application Settings
IP Routing Table v LOCK /UNLOCK
Qo% Settings Lock LOCK ﬂ
| |SCTP Settings ’ !
+li?r"f'ledia Settings
#HpsTN Settings
Elils sy Canfiguration
Fl siatean Confinnratinn
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¢ |n the Maintenance Action window select Reset.

icrosoft Internet Explorer e ]|

“?/ Are you sure you want to RESET the Gateway?

¢ In the confirmation window Select OK to reset the media gateway. Remember to switch to the new

network settings to connect to the device.

5.3 Loading a Scenario
The scenario is contained within the group of files downloaded from:

http://livelink.intra.bt.com/livelink/livelink.exe?func=I1&objld=121134726&objAction=browse&sort=name

o . BT Media Gatew: Subimit Burn Device Actions - 1" Home Help —
{ & AudioCodes SO Q & @ -
Configuration | Management ?Stlgznos‘t\cs ( BT Media Gateway Home Page W

Seenarios Search

 Basic ™ Full

*L?Network Settings o

| Fmedia settings 60 o0 |I 00000000 Il 00
=l FpsTh settings

*Q?SST Configuration
*Q?Slgtran Configuration
*L?Security Settings
*L?Protacol Configuration

=\ J advanced applications . Microsoft InterneEEs ]
=G oM Configuration General Infarmation Trunk Status
IP Adcress ﬂ Create & new scenario. ‘D Disahls
Subnet Mask = © Active - Ok
Detautt Gateway Address o A
Firmwvare Yersion
Protocol Type S | Q@ LOS/ILOF Alarm
QA5 Aarm
©  DChannel Alarm

|Scenariu Hame:

¢ Inthe top left hand menu select scenarios.
e Select OK to create a new session.

e In the bottom left hand of the browser window. select Get/Send Scenario File from the Scenario

Scenario Hame:

Step Hame:
|5 SLCertificateSR

[ Save & Finish ICance\ Soenario]

Getd Send Scenario File

In the Send Scenario file from your Computer to the Device window select Browse. Browse to the
Secured Scenario.dat file which is contained within the folder of documents obtained from Livelink.
e Select Send File.

Confirmation is given to show that the file has loaded correctly.

In the top level menu on the left hand side select Scenarios for a second time, there is a prompt that
a scenario has been loaded.
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Microsoft Internet Explorer: x|

1 Loading Scenario: 52010 Secured Scenaio,
L)

e The Scenario Name shows the Secured Scenario. This contains the key elements required to
configure the media gateway.

Fa . i Burn Device Actions - = Home Hel
- BT Media Gatew: Submit 2 P Log oft
¢ S AudioCodes » & o & @ G
Configuration | Management ?Sti:sgnustics ( khaEiSitia w
| Scenarios l Search
Single IP Settings
© Basic @ Full 1P Address [104265178
Scenario Name - C52010 Secured Subnet Mask |255.255 285192
P -
e Default Gateway Address [10.4265128
1 || IPSettings
z I;\ ApplicationSettings ‘ w Multiple Interface Settings |
g i;\ SIPPDProxyReg ‘ Multiple Interface Table | » |

4 I;\ ProxySetsTable
s [ DPNIPTGTelCo

5 || DPNTelcoTalp

7 [ sPNIPTOTelco

5 || s5lcertificatesh
] I;\ ChangeFassword *1 ’ J

7 —
Prewious Next SuFii

Edit Scenario
Cancel Scenario

[GE‘U Send Scenario Fi|E] [ Delete Scenario File ]

e Proceed to Verify Deployment
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6 Verify deployment.

When an AudioCodes media gateway is deployed as part of a Microsoft managed solution. The onsite
deployment must load the configuration files and establish the connection with the QSIG or Euro ISDN trunk.
The commissioning team will complete the customer specific configuration required for the solution. Initial
testing consists of checking that the PRI link is established, placing a call towards the gateway and checking
for call presentation using Message Log.

6.1 PRI Status
If the link is configured correctly on the PBX or PSTN the active QSIG trunk will show an active icon.

¢ In the title menu at the top of the page select the home icon,

The active PRI trunks are indicated.

00 1
IIDOCOOOOOII [-X]

General Information

Trunk Status

IP Address 192.168.100 59 © Disshle
Subnet Mask 255.255.285.0
ubnet Mad © Active - OK
Detault Gatevvay Address 1921651001
Firmwvare Version 5.408,005.006 o)
Protacol Type I © LOS/LOF Llarm
@ A Alarm
O Dchannel Alarm

6.2 Trunk Status
To check the status of individual channels,

¢ Inthe top left hand menu select Status and Diagnostics.
e Inthe left hand tree menu expand Status and Diagnostic, Trunk Channel Stats

The channel status for the trunks is shown in the Trunk and Channel Status window.

e ="
(ASAudioCodcs Mediant 2000 ﬁ» Submit p Burn Device Actions - \1-1 Home e] Help :. e

Configuration | Management | SO moatos [= 3

[mne Channeis
PO E—
e s Status  © 1 2 5 4 5 6 7 © 9 1011 12 13 14 15 16 17 10 13 20 21 27 23 24 75 25 27 20 29 30 51

& Bazie & rail 21l g gl e g e g e e e e g et e e e e L e e et e e g ot g
"< g gl e g e g e e e i g o e e o e e g g o g o g o i

=il status & Diagnostics
Message Log
Ethernet Port Infor
Device Information
Performance Statistics
Active Alarms
Trunks 8 Channels Status

*®iH Gateway Statistics

Trunk Shannel

Disabled Inactive -
Active - Ok L Active -
a1 Alarm Lyt =57 b
LOS /LOF Alarm Mor % gice: -
2IS mlarm b ISDN Signaling b
D-Channel Alarm L

CAS Blocked
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Call Log

The media gateway has an in built log file for capturing real time call logs available. This can be used for
problem investigation.

From the top of the left hand menu select Status and Diagnostics.

In the left hand tree select Status and Diagnostic, Message Log.

Any calls through the gateway are shown in real time.

Cut and paste information from this window to notepad to help analysis.

Place a call over the QSIG/EurolSDN link to the gateway and check for presentation.

o v i oy Burn Device Actions W & Home Help
£ 3 AudioCodes Mediant 2000 o) st (©) @ @ = Leg ot

Status

Configuration | Management ‘&D‘agnosﬂcs

SCENENos Search

& Basic © Full

i status & Diagnostics
Message Log
Ethernet Port Information
Device Information
Performance Statistics
Active Alarms
Trunks & Channels Status
=l Gateway Statistics
1F to Tel Calls Caunt
Tel to IP Calls Caunt
all Routing Status

For more detailed tracing Syslog can be used refer to the AudioCodes documentation for further information
(copy on CD).
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7 Certificates

7.1 Load Certificates for secure working.

The media gateway needs to be trusted by Microsoft Lync. The gateway name and identity is exchanged
with the Certification Authority. During the installation the Microsoft Lync servers also are secured by
certificates with the Certification Authority. Both devices have valid certificates issued from the CA and allow
secure communication between them.

The process is in a number of stages. The Media gateway creates a self-signed request. This is manually
taken to the Certification Authority. The self-signed request is validated and a key is generated to be loaded
onto the media gateway.

The media gateway needs the Root certificate from the Certification Authority loaded. This lets the media
gateway trust any servers trusted by the Certification Authority including Microsoft Lync.

Media Gateway generates
Self Signed Request

Manually take certificate
n request to CA for approval

Media Gateway anually install Certificate on Certification
gatewayl Authority
CA recognises the media gateway and issue a
K valid key for the media gateway to use. J

e D

Media Gateway Certification
Authority

anually add CA certificate
root to media gateway.

\ Media gateway now trusts the root CA. /
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Self Signed Certificate — Media Gateway

7% | i i Burn Device Actions - = Home Hel
. BT Media Gatew: Submit 5 P = Log off
f ol AudioCodes v ¥ ) & @ .-
Configuration  Management gg‘\uaznnsﬁcs ( e w

Scenarios Search

Press the button "Generate selfsigned” to create a selfsigned certificate using the subject name provided above [

 Basic © Full Important: this is a lengthy operation, during this time the device will be out of service.

Scenario Name - CS2010 Secured After the operation is cornplete, save configuration and reset the device.
Scenario @ - (e 1

1 IPSettings enerate sell-signe

2 |] ApplicationSettings Certificate Files

3 SUFHEAEENEE Send "Server Certificate” file from your computer to the device

_Browse._ | _SendFils

4 ProxySetsTable

5 DFNIFToTelco

6 DPNTelcaTalP Send "Trusted Root Certificate Store” file from your computer to the device

7 SPNIPToTelco Browse... Send file _I
=

g S5LCertificate SR

Q ChangePassword 4 ) ’

Previous Nest

¢ Inthe Subject Name field enter the name of the media gateway.
¢ Inthe Certificates window select Generate CSR

Faum i i Burn Device Actions - % Home Hel
. BT Media Gatew: Submit s P @ Log off
f ol AudioCodes v ) & @ 2
Configurstion | Management ?Stigsgnos‘lics r Bekidiania W
| ScEnarios ‘ Search

© Basic © Full ( | Certficate Signing Request |

Scenario Name - CS2010 Secured | Subject Name |gwm2kcol.luturaswi local |
Scenario

1 IPSettings Generate CSR

= ArnlicatinnCatinas

e The CSR request is generated.

7 i i Burn Device Actions - = Home Hell
- BT Media Gatew: Submit ] 2 = Log off
£ 3 AudioCodes -~ & e & @ .
Configuration  Management ?Stiua;nostics ( — w

Seenarios Search

" Basic ™ Full ( Generate CSR |

Scenario Name - CS2010 Secured
Scenario

1 IPSettings

Copy the certificate signing request and send it to your Certification Authority for signing.

applicationSettings MIIEYACEzATEADAIMS EvHUYDWQQDE xhndZ OyaZlub CSndXRL culz allub 6533 Tl
3 928D QY IKoZThwcHAQEBEQAD oY 0AMIGT A0 GEAMbnM zt ae 24 d0Hkk zRayp REN=UR E
3 || SIPPDProxyReg EMIE+eeANS,/ VyEusik gk 4A056iDEc4NNEpBFEtk6ChIdPurAZEE oV wOB3 LyevTE
ppUERDMb ZgqtecQiXoobp TYYSvuIpCuslEQlo Tyzsa?EeTu) T2ah) 3i71Xpscurel
4 ProxySetsTable 2yiFyI0t46MiEDOEAGMBAAGEADANE ghahk i G9w0EAQOFAROBY0AD I xEyE3ukK+16
BOLsTeEs VH3thhwO6T+Y/ ¥ Cza3NylyZoSK2 Iql 0LAAgRbr =50 Sahhid: VhudpTewd § 8X1 S5m0
E Eup 9973 UKQVE a6 ypnlylir JdThsFenTuCeNgMb+pe T Lz fn6VrnOH SHO Laux L
& || DPNTelcoToIP NhTZi0eT fYINUKIAseketnl/ KT olw==
————— END CERTIFICATE REQUEST-----—
7 SPNIPToTelco
&
g ChangePassward o) 3
Previous Mext

e Select all the text from the key generated. Copy the text and save to a text editor such as notepad.

ntitled - Notepad

File Edit Format Wiew Help

————— BEGIN CERTIFICATE REQUEST-----
MIIEY]CEZAIBADATMSEWHWYDVQQDExhnd2 Oya2nvhC SmdxRLcmyvzawk ubGo ] rwww
gZBwWDOY IK0ZIhv CNACQEBEQADYY 0AMIG IADGEAMbNMZT 2224 dOHk k ZROyYPRENEURE
SMI5+eeAND A gBuswk gkd ADSGT DSC4NN5HJBFST: kaGhIdPmrAZ2 SrovwlE3 TgevTE
pRUEhDMBbZ gt ecdixoobpIyyEwwIpluslEg lolgzsa?Ztyui T20h] 317 1 xps Cwr ]
ByiFEIOt46MiEoOBAgMBAAGgADANEgkqhkiGQwOBAQQFAAOBHQApjxE¥53ka+16
VHIthhwoaT+v rCza3nyly205K2IgJoLdagrbrsGosahhxkvhud pvtw] § 8= snwu
EUPSIUT UKQVEaByYpnLywr JdrhsFenymCGNgMb+paTLs zwxfMmevrmoHa S HOLguxL
MhT2 i 0eTFYINUXTAS ek e+t 1/ XNV ONw==

————— END CERTIFICATE REQUEST-----f

e Save the file. A manual process is required to load into the CA.
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Self Signed Certificate — Certifcation Authority
This will need to be carried out by a person responsible for the CA.

Launch a web browser to connect to the CA and enter the correct credentials.
From the Welcome window select Request a Certificate.

> Favorites ‘ e B Web slice Galery ~

@ Microsoft: Active Directory Certificate Services | |

Microsoit

Welcome

se this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can wer
over the Weh, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tagks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (C

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation
Select a task:

Request a cetificate

Wiews the status of a pending cerificate request

Download a CA certificate, cerificate chain, or CRL

From the Request a Certificate window select Advance certificate request.

[ Microsoft Active Directory Certificate Services - Windows Internet Explorer provided by the BT 1BE Team using OneBuild

@\’_‘/ - |g, hittp: /104466, 226  cortry certrqus asp
5:3 Favarites ‘ TF‘; £, Web Slice Gallsry ~

@ Microsoft Active Directory Certificate Services | |

Microsoft

-- Root-Futuresl

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced cerfificate request

¢ From the Advanced Certifcate Request window select Submit a certifcate request by using a base
64 encoded.

, Microsoft Active Directory Certificate Services - Windows Internet Explorer provided by the BT IBB Team using OneBuild
@: - |g, hitbp: /10,4466, 226 /certaryfcertrgad. asp

7 Favorites | 95 & web Slice Gallery ~

/& Microsoft Active Directory Certificate Services | |

Microsoit

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10file, or submit a renewial request by using a base

Select Create and Submit a request to this CA.

Copy the Certifcate request from the gateway into the Base-64 file on the webpage.
In the certificate template select Web
Click submit.
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Submit a Certificate Reguest or R | Request

To submit a saved requestto the CA paste a base-6d-encoded CMC or PKCS #10 cerificate request or PKCES #7 renewal request
generated by an external source (such as a Web server) in the Saved Request hox

Saved Request:

SHOGELMykyww/BO6£zE0501 TABRO1USNELhANDG = |
Base-G4-encoded GhPSCoGTwSxNyR103g0U2e 72 0r yHfo3HE P 7WVeH
cetificate request  |A+EEGEwgomGReZ ZCqonBk )+ Jovvgd=

(CMCor |- END CERTIFICATE REQUEST-----
PHCS #10 of

PRCS #7)

Certificate T

Additional Attributes:

Adtributes: L
Ll

Bl

Deployment Guide

The certifcate is generated and needs to be saved to subsequently install on the media gateway.

e From the Certifcate Issued window chose to save as a Base 64 Encoded.

e Click the Download Certificate link.

¢ Inthe File Download —Security Warning window select Save

¢ Inthe Save As window assingn a file name such as media gateway.cer cert.
¢ Inthe Save As Type leave unchanged as Security Certificate.

=4 Microsoft Active Directory Certificate Services - Microsoft Internet Explorer

Fle Edit ‘Wiew Favorites Tools Help

Address I@ httpeff10.44 66,227 fcertsry/certfnsh, asp

Certificate Issued

The cedificate you requested was issued to you

" DER encoded or @ Base B4 encoded

@ Download certificate
Download certificate chain

The CA certificate is also required to be downloaded and added to the media gateway.

Nelcome

Jse this Wieb site to request a cedificate for your Web browser, e-mail client, or other program. By using a cerificate, you can verify your identity to people vou cormmunicate with over the
ancrypt messages, and, depending upon the type of cerificate you request, perform other security tasks

fou can also use this Web site to download a cerdificate authority (CA) certificate, cerdificate chain, or certificate revocation list (CRL), or to view the status of a pending request

“or mare information about Active Directory Certificate Serces, see Active Diractory Certificate Services Documentation

select atask:
Request a cerlificate
Wiew the status of a pending cerfificate request
Download a CA certificate, cerlificate chain, or CRL

Select the Download a CA Certificate, certificate chain or CRL.
Select encoding method Base 64.
In the Encoding Method select Base 64.
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a Microsoft Active Directory Certificate Services - Microsoft Internet Explorer ;IEI
File Edit VYiew Favorites Tools Help | :;'
Address I@ hitp: /{10, 44 66,227 /certsty certarc, asp j G | Links
Home

Download a CA Certificate, Certificate Chain, or CRL

To trust cedificates issued from this cedification autharity, install this CA cedificate chain.

To download a CA cerificate, cerificate chain, or CRL, select the cedificate and encoding method.

ChA certificate:

Current [Sub-Futures|-R3CADIZ-CA
Encoding method:

" DER

& Base 64

Download CA cerificate
Download CA cerificate chain
Download latest base CRL
Download latest delta CRL

¢ Inthe File Download — Security warning dialog box select Save.
e Inthe Save As window assign a file name such as certnew.cer.
¢ Manual move the certificate ready to import into the media gateway.

Import Self Signed and CA Certificate — media gateway

The self-signed certificate generated by the CA and CA Certificate both need to be imported into the media
gateway.

a AudioCodes - Microsoft Internet Explorer

File Edt ‘iew Favorites Tools Help

Address [ heeps 110.44.65.178/ =]
¥
] . BT Media Gatew submit (@) Burn Device Acfions ¥ | (& Home Help (@ Log oft
{ S AudioCodes v W © - @ o
Configuration | Management ?Stilgsgnus‘hcs ( i W
{ Seenarios I Search
. Generate self-signed d
" Basic * Full &)
Scenario Name - C52010 Secured Certficate Files |
Sl:e[nlarlo Send "Server Certificate” file from your computer to the device
IPSettings .
1 g MADocurments and Settings\B02952¢  Browse... Send File
2 D ApplicationSettings

¢ Inthe Certificates window of the media gateway.

¢ Inthe Send “Server Certificate” file from your computer to the device.Browse to the certifcate created
and saved as media gateway.cer

e Click on Send File to import the certificate.

¢ Inthe Send “Trusted Root Certificate Store” file from your computer to the device window. Browse to
the root certificate created and saved as certnew.cer.

e Click on Send File to import the certificate.

The media gateway does not allow for the current certificates to be checked. The media gateway overwrite
the exisiting certificates with any new certificate that is applied.
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8 Customer Configuration Euro ISDN

The sample Board.ini file contains most of the settings required to deploy the media gateway when
connecting directly to a Euro-ISDN interface. To help in configuration of the gateway a scenario can be used.
This helps navigates to the prompts required to be changed. If the scenario is not loaded the browser can be

used to navigate to the required prompts.

Advanced Network Settings

The initial scenario tasks look at setting the media gateway with the correct network settings. You require the

following information:

Example

Information Required

IP, Subnet and Default Gateway
Address

Information
10.44.65.177

Information

255.255.255.192

10.44.65.129
NTP server address. 10.44.65.137
DNS server address. 10.44.65.137

FQDN for the Microsoft Lync front
end server.

r3mcsvse01l.futuresii.local

FQDN name for the media gateway.
This requires creation of an A
record within the DNS server to be
created.

gwm2kcol.futures.bt.local

IP Settings

Configuration  Mansgement gtgtiua;nosﬁcs ( i

| Seenarios ‘ Search

 Basic  Full

Scenario Name - CS2010 Secured
Scenario

1 IPSettings
ApplicationSettings
SIPPDProxyReq
ProxySetsTable
DPNIPTaTelco
DPNTelcoTolP
SPMIPToTelco

SSLCertificate SR

- J--EVIY T, B ST A )

ChangePassward

Single 1P Settings

IF Address
Subnet Mask
Default Gateway Address

|10.44.65.178

|256. 265, 255,192

[10.44.65.129

| w Multiple Interface Settings

| Multiple Interface Table

ek

4 > v

Previous hext St

¢ Modify and insert the required IP Address, Subnet Mask and Default Gateway Address.

e Click Submit.

e These prompts can be set from Configuration, Network Settings, Ip Settings.

Issued by Steve Wade DGD6
Issue no: ACT32507 Issue 1.1:
Page 25 of 46



AudioCodes Mediant 2000 Gateway
Deployment Guide

Application Settings

Vins AuduoCodes BT Media Gateway ‘f Sl @ Burm Device Actions w ‘\éf Home @/ Help t: Log off
Configuration | Management gtgtigznnstics ( ipnlieaiansselina w
| Scenarios | Search
S — w NTP Settings +
© Basic & Ful NTP Server [P Address [1044 65137
Scenario Name - C52010 Secured NTP UTC Offset Hours: |U Minutes: |U
Scengio NTP Updated Interval Hours: |24 Minutes: IU
1 IPSettings
2 ApplicationSettings | w Day Light Saving Time |
g SIPPDProxyReg |' E;‘é I_siilg.f:svinu Tirne [Enable -1 |
4 | | ProxySetsTable # DS Primary Sarver 1P AR
5 DPNMIFToTelco # DHS Secordary Server 1P =]
= STUN Sethngd

e Modify and insert the required NTP Server Address.

e Modify and insert the required DNS Server Address.

e Click Submit.

e These prompts can be set from Configuration,Network Settings, Application Settings.

SIP Proxy Settings

7% | i Burn Device Actions % Home Hel
- BT Media Gatew: Subimit ] P #= Log off
€ S AudioCodes v ¢ © & @ .
Configuration | Management gta)tigsgnust\cs ( icmababiesistiotion W
Basic Parameter List a
| Scenarios | Search = ~
Use Default Prox es -
" Basic @ Full Y I _I
Proxy Set Table (2
2':9“3"?“ Name - C52010 Secured Proxy Name |r3mcsvsaU1.futuresii.\ocal
cenario
a IPSettings Redundancy Mode IHnm\ng _I
ApplicationSsttings Praxy IP List Refresh Time IBD
2
Enable Fallback to Routing Table IDisabIe ;I
SIPPDProxyRe
g Rl Prefer Routing Table INn =l
4 ProxySetsTable = = =
ReReqgister On Connection Failure |D|sable ;I
g5 DPMIPTaTelco
Gateway Mame Igwm2kco|.futules.bt.\ocal
I3 DPMNTelcoTolP :
Gateway Registration Name | ;I
2 SPNIPToTelco s T -
g SsLCertificateSR 4 >
Previous  Mext Register I Un-Register
9 ChangePassword S
ubm |
Edit Scenario

Modify and insert the FQDN of the Microsoft Lync server in the Proxy name field.

Modify and insert the DNS name assigned to the gateway in the Gateway name field..

Click Submit.

These prompts can be set from Configuration, Protocol Configuration- Proxies,Registration,IP
Groups - Proxy and Registration.
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ProxySetsTable
Fa'vm . BT Media Gat Submit Burn Device Actions ¥ = Home Help &= Log off
f o3 AudioCodes odia Gatewey (o) 9 & @ s
Configuration  Management ?Stlgznosﬂcs r s ——— W
[ R, E l -
e ‘Proxy Set 1D Jo =l |
" Basic @ Full
- Transport
Scenario Name - C52010 Secured Proxy Address Type
Scenario
1 [ 1Psettings 1|r3mcsvse[ﬂ.futuresu.loca\ [1= =]
z ApplicationSettings 2| I LI
3 SIPPDProxyReq 3| | =]
4 ProxySetsTable 4| I LI
5 DPMIPToTelco 5I I LI
& DPMTelcoToIP ;I
7 SPNIPTaTelco 4 > \,
a || 25LCertificatesR IEEe N Submit
q ChangePassward

e Check proxy set ID 0 is selected.

¢ Modify and insert the FQDN of the Microsoft Lync server in the Proxy Address field.
e Check the Transport Type is set to TLS.

e Click on Submit.

e These prompts can be set from Configuration, Protocol Configuration- Proxies,Registration,|P
Groups — Proxy Sets Table.

Routing and Manipulation Information
The sample scenario is created for a customer using the following numbering scheme.

Lync delivers to
endpoint

Lync Server
2074021880 R3mcssvse01.futuresii.local

EurolSDN—»@ < M\ > "§ <

Inbound DDI delivers 6
digits 0119xx

Gateway inserts
+442074

02074011900-1980

AudioCodes media
gateway
Gwm2kcol.futuresii.local I

> Lync Endpoint
5 +442074011980

ync normalises number
and format 01277328959
+441277328959

Gateway removes +44

Call presented to PSTN and inserts 0

The allocated PSTN range is 02074011980-1989. The DDI number delivered to the gateway 011980 this is
manipulated by the gateway to +442074011980 for presentation to Microsoft Lync.

When a Communicator endpoint makes a call, in this example to 01277328959, Microsoft Lync normalises
the number to +441277328959. Microsoft Lync then determines permissions and route to make the call and
if allowed passes the call to the gateway. The gateway removes the +44 and inserts 0 to allow the call to be
presented to the PSTN.
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Dialled Prefix IP to Tel

o i B Device Acti =, H Hel
' AudioCodes BT Media Gateway { Submit @ urn ovice sctions ¥ )l Home @/ elp t—- Log off

Configuration | Managemert ?gtigznosﬂcs ( Destination Phone Number Manipulation Table for IP -= Tel Calls W

Seenarios Search Note: Select row index to modify the relevant row.

" Basic  Full ( Il fails

Scenario Name - C52010 Secured
Scenario Index Destination Prefix Source Prefix Source IP Address Stripped Digits From Left
1 IPSettings

Stripped Dig
Right

ApplicationSettings

SIPPDProxyReg +44

bW e
allalkalls]
=
= ===
===

ProxySetsTable

DPHIPTaTelco
DPHNTelcoTolP

SPNIFTaTelco

SSLCertificateSR 1 | 4 4 b_’l

Previous Nt

oo o o B oW oM

ChangePassword

The standard routing should be correct for most UK customers connecting the media gateway directly to the
PSTN via Euro ISDN.

The standard scenario also manipulates the formats received from Microsoft Lync for international and
service numbers. Local calls are normalised to the full €164 number so do not need further manipulation.
e Check the settings can be applied to this customer.

e These these prompts can be set from Configuration, Protocol Configuration- Mainpulation Tables —
Dest Number IP to Tel.

Dial Prefix Tel to IP
S AudioCodes BT Media Gateway of) suemit (@) B Devics ctions v | (i, Home @, Help (@ Log ot

r Destination Phone Nurnber Manipulation Table for Tel -= IP Calls W

Configuration | Managemernt ?gﬁ:;nnﬁ‘cs

. i Bazic ParameterList &
— Search Note: Select row index to modify the relevant row.

" Basic @ Full -' g il

Scenario Name - C52010 Secured
Scenario Destination Prefix Source Prefix Stripped Digits From Left

1 IPZettings

Stripped Digits From
Right

0 0 +442074

Prefix to Add

ApplicationSettings
SIPPDProxyReq
ProxySetsTable
DFMIPToTelco
DPMTelcoTolP

SPNIFToTelco
J »
SELCertificataSR J | _I

<4 »

Previous Next

I L T N

ChangePassword

The standard scenario contains an example that builds a six digit DDI number into an E164 format number
by adding the required prefix.

¢ Modify the Prefix to Add settings to contain the required site prefix.
e Select Apply to modify the changes.

e These prompts can be set from Configuration , Protocol Configuration- Mainpulation Tables — Dest
Number Tel to IP.

Multiple DDI ranges could be accomodated with additional enties. The Destiantion Prefix can be expanded to
cover the required range.
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Source CLID IP —to Tel

3 AudioCodes - Microsoft Internet Explorer

LIt

Help |
RS ERL
.

== Log off

File  Edit ‘iew Favotites Tools

Address [ heepijf10.44,65. 1781

-

£ @ AudioCodes
| -

=
BT Media Gateway ,/ Submit (i; Burn Device Actions - = Home 0 Help
edia batew 4 4 \._J K_/

( Source Phone Nurmnber Manipulation Table for IP -= Tel Calls w

Configuration | Management ggtilésgrmshcs

Note: Select row index to modify the relevant row.

3 Add

Destination Prefix

| Seenarios l Search

" Basic  Full

Scenario Name - C52010 Secured
Scenario

1 |_\ IPSettings

Source Prefix stripped Digits From Left Str‘DDEQIgDrI‘E\tS From

Prefiz to Add

- 3 i 5
2 L\AppllcatmnSEttmgs
3 [ SIPPOProxyReg
4 I;\ ProxySetsTable
5 [ DPuIPTOTElCO
& || DPNTelcaTalp
7 [ sPNIPTaTelca
IR . A D
o [ ssLcertificateSR =l | z ’_|
- 4 4
a | | ChangePassword — N

The standard configuration should be correct for most customers connecting the media gateway directly to
the PSTN. If changes are required these will need to be made on the individual lines and submitted.

The source number of the person making the call is passed from Microsoft Lync to the gateway in the format
+442074011980. This is changed to the UK format of of 02074011980 to allow the CLID to be presented to
the called party.

e These prompts can be set from Configuration, Protocol Configuration- Mainpulation Tables — Source
Number IP to Tel

Tel to IP Routing

BT Media Gatew: Submit Burn Device Actions - Help
v o @

L Log off

1% AudioCodes @ A

( Tel to IP Routing

Configuration | Management ?Stil;;nosﬁcs

| Scenarios l Search

" Basic  Full

Scenario Name - CS2010 Secured
1 || IPSettings

z I;| ApplicationSettings

10 \:| ChangePassword

Click Submit.

IP Routing.
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Basic ParameterList a

-

-

Routing Index
Tel To IP Routing Mode

1410

=

Route calls befare |

- sre. Sit. Tl Dest. Phone Prefix Source Phone Prefix | Dest. IP Address Port T
i 2GroupID| Group ID >
3 || SIPPDProxyReqg
4 || ProxysetsTable m " I* I"‘ Ir3brcsvfe[l'| futuresii loce ISI]E?
5 | DPNIPTOTElCO ] [ [ [ [
& || DPNTelcoTaIP | [ [ [ [ =
7 [ sPuipToTelco 1 | -
8 i;TeIToIPRnuting ‘ ' \/
[7] ssLcertificatesr > 4 e
s Previous Mext Suamit

Modify and insert the FQDN of the Microsoft Lync server in the Dest Ip Address field.
Check port 5067 is defined.

These prompts can be set from Configuration, Protocol Configuration- Proxies,Routing Tables, Tel to
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9 Customer Configuration QSIG

The sample Board.ini file contains most of the settings required to deploy the media gateway when
connecting directly to a legacy PBX via a QSIG interface. To help in configuration of the gateway a scenario
can be used. This helps navigate to the prompts to be changed. If the scenario is not loaded the browser can
be used to change the required prompts.

9.1 Advanced Network Settings

The initial scenario tasks look at setting the media gateway with the correct network settings. You require the
following information:

Information Required Customer Example
Information Information
IP, Subnet and Default Gateway 10.44.65.177
Address 255.255.255.192
10.44.65.129
NTP server address. 10.44.65.137
DNS server address. 10.44.65.137
FQDN for the Microsoft Lync front r3mcsvse01.futuresii.local
end server.
FQDN name for the media gateway. gwmz2kcol.futures.bt.local
This requires creation of an A
record within the DNS server to be
created.
IP Settings
Configurstion | Management ?Stigsgnos‘tics r et w
| SoEnarios ‘ Search
Single 1P Settings
© Basic & Ful 1P Address [10.4455.778
Scenario Name - CS2010 Secured Subnet Mask [255 255 255,192
SEHERD Dol Eernny Addess [10.44.85.123
1 IPSettings
2 ApplicationSettings | w Multiple Interface Settings |
g SIPPDRraxyReg | Multiple Interface Table [_0 |
4 ProxySetsTable
5 DPNIPToTelco
6 DPNTelcoTalP
7 SPMIPTaTelco
SELCertificate SR
: ChangePassword 1 > v
Previous Mext Submit

e Modify and insert the required IP Address, Subnet Mask and Default Gateway Address.
e Click Submit.
e These prompts can be set from Configuration, Network Settings, Ip Settings.

Issued by Steve Wade DGD6
Issue no: ACT32507 Issue 1.1:
Page 30 of 46



AudioCodes Mediant 2000 Gateway
Deployment Guide

Application Settings

Vins AuduoCodes BT Media Gateway ‘f Sl @ Burm Device Actions w ‘\éf Home @/ Help t: Log off
Configuration | Management gtgtigznnstics ( ipnlieaiansselina w
| Scenarios | Search
S — w NTP Settings +
© Basic & Ful NTP Server [P Address [1044 65137
Scenario Name - C52010 Secured NTP UTC Offset Hours: |U Minutes: |U
Scengio NTP Updated Interval Hours: |24 Minutes: IU
1 IPSettings
2 ApplicationSettings | w Day Light Saving Time |
g SIPPDProxyReg |' E;‘é I_siilg.f:svinu Tirne [Enable -1 |
4 | | ProxySetsTable # DS Primary Sarver 1P AR
5 DPNMIFToTelco # DHS Secordary Server 1P =]
= STUN Sethngd

e Modify and insert the required NTP Server Address.

e Modify and insert the required DNS Server Address.

e Click Submit.

e These prompts can be set from Configuration,Network Settings, Application Settings.

SIP Proxy Settings

7% | i Burn Device Actions % Home Hel
- BT Media Gatew: Subimit ] P #= Log off
€ S AudioCodes v ¢ © & @ .
Configuration | Management gta)tigsgnust\cs ( icmababiesistiotion W
Basic Parameter List a
| Scenarios | Search = ~
Use Default Prox es -
" Basic @ Full Y I _I
Proxy Set Table (2
2':9“3"?“ Name - C52010 Secured Proxy Name |r3mcsvsaU1.futuresii.\ocal
cenario
a IPSettings Redundancy Mode IHnm\ng _I
ApplicationSsttings Praxy IP List Refresh Time IBD
2
Enable Fallback to Routing Table IDisabIe ;I
SIPPDProxyRe
g Rl Prefer Routing Table INn =l
4 ProxySetsTable = = =
ReReqgister On Connection Failure |D|sable ;I
g5 DPMIPTaTelco
Gateway Mame Igwm2kco|.futules.bt.\ocal
I3 DPMNTelcoTolP :
Gateway Registration Name | ;I
2 SPNIPToTelco s T -
g SsLCertificateSR 4 >
Previous  Mext Register I Un-Register
9 ChangePassword S
ubm |
Edit Scenario

Modify and insert the FQDN of the Microsoft Lync server in the Proxy name field.

Modify and insert the DNS name assigned to the gateway in the Gateway name field..

Click Submit.

These prompts can be set from Configuration, Protocol Configuration- Proxies,Registration,IP
Groups - Proxy and Registration.
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BT Media Gateway

£ & AudioCodes
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Configuration | Management ?Sﬁgznostms

| Scenatios ‘ Search

 Basic @ Full

Scenario Name - C52010 Secured
Scenario

1 IPSettings

ApplicationSettings

SIPPDProxyReq

ProxySetsTable

DPMIPTOTelco

DPMTelcoToIP
SPNIPToTelco

SSLCertificate SR

W@ W o o B oW

ChangePassward

e Check proxy set ID 0 is selected.

Deployment Guide
&) Submit @ Burn Device Actions v \ﬂ" Home \e_/ Help @ Log off
r Proxy Sets Table W
B | 5
| Proxy set ID [o =] |

Proxy Address Tr?r:rsppaurt
1[r3mesvsell futuresiilocal [1= =]
| =
2l =
4 [l
sl I =

=

9 » ¥

Previus  Mest Elbnit

¢ Modify and insert the FQDN of the Microsoft Lync server in the Proxy Address field.

e Check the Transport Type is set to TLS.
e Click on Submit.

e These prompts can be set from Configuration, Protocol Configuration- Proxies,Registration,|P

Groups — Proxy Sets Table.

Routing and Manipulation Information

The sample scenario is created for a customer using the following numbering scheme.

PBX delivers

75019xx o

ateway delete:
750 and
44

inserts

AudioCodes media

gateway

Gwmz2kcol.futuresii.local

PBX removes 9 and

Celpresnt=E i A connects to PSTN trunnk

+442074011980

Gateway removes +44

and inserts 90

Lync delivers to

Lync Server
R3mcssvse01.futuresii.lo
cal

endpoint

> Lync Endpoint
+442074011980

Call made to
01277328959

ync normalises number
format
+441277328959

The allocated PSTN range is 02074011980-1989. The DDI number delivered to the PBX is 011980. The
PBX is configured to pass this to the gateway via a QSIG route using 750 as a steering code followed by
011980. The gateway removes the 750 and inserts +442074, converting the number to +442074011980 for

presentation to Microsoft Lync.

When a Lync endpoint makes a call, in this example to 01277328959, Microsoft Lync normalises the number
to +441277328959. Microsoft Lync then determines permissions and route to make the call and if allowed
passes the call to the gateway. The gateway removes the +44 and inserts 90 to allow the call to be
presented to the PBX via the QSIG link. The PBX removes the leading 9 and places the call on a trunk to the

PSTN.
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Dialled Prefix IP to Tel

Faam i i Burn Device Actions - = Home Hel
. BT Media Gatew Sulamit ] P = Log off
£« AudioCodes S e & @ 2
Canfigurstion | Managemert gtgti:;nosﬁcs ( Destination Phone Nurber Manipulation Table for IP -= Tel Calls
Scenarios Search
C Basic © Full | Add | Insert Delete Apply
Scenario Name - C52010 Secured Stripped Stripped
1 lul [PSettings Index Destination Prefix Source Prefix Source IP Address E;g:: E;g:f: Prefix to Add
z ApplicationSettings Left Righit
5 [ SIPPDProxyReq 1 O 0 0
-
4 ProxySetsTable 2 J B U
3 O [+44 3 1] 30
g DPNIPToTelco
g4 & |+ 1 1] 00
I3 DPNTelcoToIP
7 SPMIPToTelco
. 4
a TelToIPRouting I |
q SSLCertificate SR

The standard routing should be correct for most customers connecting the media gateway to a PBX that
requires level 9 for access to the PSTN.

The standard scenario also manipulates the formats received from Microsoft Lync for international and
service humbers. Local calls are normalised to the full e164 number so does not need further manipulation.
e Check the settings can be applied to this customer.
e If connecting to a PBX the required PSTN access code will need to be inserted.
e If not running the scenario, these prompts can be set from Configuration, Protocol Configuration-
Mainpulation Tables — Dest Number IP to Tel.

Dial Prefix Tel to IP
£ S AudioCodes

BT Media Gateway &7 suemit (@) Bum Device Actions  w \ﬁ-f Home .@J Help
A — o

P Log off

us ( Destination Phone Number Manipulation Table for Tel -= IP Calls

Configuration | Management ggtiagnosﬁcs

Note: Select row index to modify the relevant row.

Scenarios Search
I Add
" Basic ™ Full
Scenario Name - CS2010 Secured 1 1
. Source| Source| SS’.'D.EEd SS’.'D.EEd

1 lheeting. Index | Trunk IF Destination Prefix Source Prefix arts arts Prefix to Add

P . Sroup lSroup From F_rnrn
2 ApplicationSettings Left Right
3 || S1PPDProxyReq 1 Ol J1 [z 0 +442074

4 ProxySetsTable
5 DPMIPToTelco
3 DPNTelcoTolP
7 SPMIPToTelco

4 |

B TelToIPRouting

The standard scenario contains an example that removed a 3 digit steering code from the PBX and then
builds the remaining six digit DDI number into an E164 format number by adding the required prefix.
e Modify the Prefix to Add settings to contain the required site prefix.
e Select Apply to modify the changes.
¢ If not running the scenario, these prompts can be set from Configuration , Protocol Configuration-
Mainpulation Tables — Dest Number Tel to IP.

Multiple DDI ranges can be accomodated with additional enties. The Destiantion Prefix can be expanded to
cover the required range.
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3 AudioCodes - Microsoft Internet Explorer

AudioCodes Mediant 2000 Gateway

File Edit Wew Favaorites Tools Help
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LIt

Address [ heepijf10.44,65. 1781

RS ERL

£ @ AudioCodes
| -

Configuration | Management ggtilésgrmshcs

| Seenarios l Search

" Basic  Full

BT Media Gateway

Scenario Name - C52010 Secured
Scenario

1 |_\ IPSettings

2 i;\nppllcatmnSEttmgs
3 [ SIPPOProxyReg

4 i;\ ProxySetsTable

5 [ DPuIPTOTElCO

& [ DPNTelcoTolP

7 [ sPNIPTaTelca

o [ ssLCertificatesR

] I;‘ ChangePassword

i Burn
ﬁ Submit g

Device Actions hd

@ Home

@, Help

== Log off

( Source Phone Nurmnber Manipulation Table for IP -= Tel Calls

Note: Select row index to modify the relevant row.

3 Add

Destination Prefix Source Prefix

Stripped Digits From Left

Stripped Digits From
Right

Prefiz to Add

3 0

i
‘_/’ ’/
Previous Mext

The standard configuration should be correct for most customers. The E164 number format is converted by
th gateway into a format required by most PBX platforms for passing onto the PSTN.

The Source number of the person making the call is passed from Microsoft Lync to the gateway in the format
+442074011980. This is changed to the format of 02074011980 to allow the CLID to be presented to the

called party.

e If not running the scenario, these prompts can be set from Configuration, Protocol Configuration-
Mainpulation Tables — Source Number IP to Tel

Tel to IP Routing

B1E AudioCodes

Configuration | Management ?Stil;;nosﬁcs

BT Media Gateway

| Scenarios l Search

" Basic  Full

Scenario Name - CS2010 Secured
1 || IPSettings

z I;| ApplicationSettings
3 i;| SIPPDProxyReqg

4 i;| ProxySetsTable

s [ DPMIPTOTElCO

& | DPNTelcoToIP

7 [ sPuIpToTelco

& i;TeIToIPRnuting

o [] ssLcertificatesr

10 \:| ChangePassword

Click Submit.

i Burn
ﬁ Submit g

Device Actions -

@ Home @! Help

L Log off

( Tel to IP Routing

Basic ParameterList a

-

-

Routing Index
Tel To IP Routing Mode

1410

=

Route calls befare |

:GfgfllpID S(;’:DIE’UIER Drest, Phone Prefix Source Phone Prefix > Dest, IP Address Port bl
m [ I* I"‘ Ir3brcsvfe[l'| futuresiiloct ISI]E?
= | | | |
(= I [ I [ 5
1 | Dl
9 » ¥
Previous Next Suamit

Proxies,Routing Tables, Tel to IP Routing.

Issued by Steve Wade DGD6
Issue no: ACT32507 Issue 1.1:
Page 34 of 46

Modify and insert the FQDN of the Microsoft Lync server in the Dest Ip Address field.
Check port 5067 is defined.

If not running the scenario, these prompts can be set from Configuration, Protocol Configuration-



AudioCodes Mediant 2000 Gateway
Deployment Guide

10 Security

Change gateway default password.

The media gateway username of Admin and password of Admin need to be changed. The recommended
user name should be locadmin. The default password should be set to the same as that used for other
servers provided as part of the managed solution.

EA AudioCodes - Microsoft Internet Explorer

File Edit ‘iew Faworites Tools  Help

adhess [ hiepi//10.44 65178 =
75 | i i Burn Device Actions - % Home Hel
- BT Media Gatew: Submit .} P #= Log off

& AudioCodes > o © b L2 "

Configuration | Management ?Stigznustics ( ikl inlia s W

| ScEnarios l Search

‘ Current Logged User: locadmin | =
" Basic * Full
= w  Account Data for User: locadmin

Scenario Name - C52010 Secure

Scenario User Marne |\n:admm Change User Name

1 | | IPSettings Acocess Level ISeculity Administratc -I

2 I;| ApplicationSettings w Fill in the following 3 fields to change the password

3 |;| SIPPDProxyReq Current Password I

4 | ProxySetsTable New Password I

5 |;| DPNIPToTelca Zonfirm Mew Password I Change Password |

o -l

e Inthe Web User Accounts window under Account Data for User Admin, select Change User Name.
¢ Replace the Admin account name with locadmin.

e Select Submit.

e Login in with the new account name with the original password.

e Inthe Web User Accounts window under Fill in the following 3 field to change the password.
e Enter the current password.

e Enter and confirm the new password.

e Select Submit.

e Login with the new account name and new password.
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11 Backup of Configuration and Restore

The media gateway will contain a modified Board.ini file that will contain the differences for this customer. A
copy should be taken and stored with other customer related information. The certificate files are also
customer specific. If the gateway is changed out then the new certificates will be required to be added to the

media gateway.

Back up media gateway configuration.

¢ In the top left hand menu select Management.

¢ Inthe left hand tree expand Software Update and select Configuration File.

¢ In the Configuration File window select “Save INI File” from this device to your computer”

e Browse to a suitable folder to save the configuration file.

£ 3 AudioCodes

Configuration | Management | StEtus

& Diagnostics

Mediant 2000 o/ Submit @ Burn Device Ations w .\ﬁ" Home @/ Help B Loy off
At P’ et i

=
Configuration File

Scenatios Search

& Basic " Full

+-C?Managemzant Configuration
S software Update
Load Auxiliary Files
Software Update Key
Software Upgrade Wizard
Configuration File

Save the INI file to the PC

Save INIFile

Load the INI file to the device

Browse... Load INI File

The device will perform a reset after sending the INI file

Restoring the media gateway.

The restoration process of the media gateway is the same as the process used to initially install the device.
¢ Replace a physical unit reconnect all cables and relevant modules.

Obtain a copy of the configuration files from Livelink.
Obtain a copy of the customer specific board.ini file.
Follow the BootP or Embedded web server installation procedure described.
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12 Upgrade

The media gateway firmware may need to be upgraded periodically. The latest version of firmware is posted
at http://livelink.intra.bt.com/livelink/livelink.exe?func=Il1&objld=121134726&0bjAction=browse&sort=name

To upgrade the firmware
¢ In the top left hand menu select Management.

e Inthe left hand tree select Software Update and Select the Software Upgrade Wizard.

¢ Inthe Software Upgrade Wizard select Start Software Upgrade.

?sAudiocodL's Mediant 2000 VO i @ Burn Device Actions  w \?" Home @; Help &= | og off
l e it P

E

= Fa:
Configuration IManagement ‘ ?Sti:sgnoﬁics e

Scenarios Search

 Basic  Full

+-\-:j!\"\anagemant Configuration Start Software Upgrade
=il saftware Update
Load Auxiliary Files
Software Update Key
Software Upgrade Wizard

Click the button to start the softwiare upgrade process.

YWarning:
Configuration File
Before clicking the button ‘Start Software Upgrade’,
verify that no traffic is running on the device.

Even if you choose to cancel the process in the middle, the device will
reset itself and the previous configuration burned to flash will be reloaded.

A warning message is shown, once an upgrade is requested the device will automatically reset.

e Click on any other tab to navigate away from this page if selected inadvertently.
e If you wish to continue click the “Start Software Upgrade”.

CMP file Load a CMP file from your computer to the device

INI file Browse
Send File
T [ SendFie |

VP file

PRT file
CAS file
USRINF file

FINISH

4 > X O

Previéus Ne;;t Canée\ Reset

e Inthe load a CMP file window select Browse.
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¢ Navigate to the firmware to be installed this is CMP file.
e Click on send file.

The file is loaded and the option given to load additional files.
e Click on next until the upgrade is complete.
e The device will reset with the new configuration.
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13 References

External References used.

Reference | Audiocodes LTRT-10005 Interoperability List v2.4.pdf
designs

AudioCodes LTRT-26003 Mediant 1000 & 2000 & MS OCS 2007 Quick
Guide Ver 6.0.doc

AudioCodes LTRT-18202 Enhanced Media Gateway and SBA.

AudioCodes LTRT -68809 SIP User's Manual 6.0
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14 Glossary

Expand / Change as required for your area and technologies.

AD Active Directory

CA Certification Authority issues and validates certificates.
GC Global Catalogue

M1K AudioCodes Mediant 1000 gateway

M2K AudioCodes Mediant 2000 gateway

Microsoft Lync

Third generation of Microsoft Office Communication Server.

Media Bypass

Allows the voice path to be extended directly from a communicator
client to a gateway without using a mediation server.

Mediation Server

Provides monitoring and protocol conversion from the Microsoft
codec RTAudio, to the G711 protocol.

MS Microsoft

PBX Private Branch Exchange descriptive term for a telephone phone
system.

PSTN Public Switched Telephone Network

SIP Session Initiated Protocol used to establish and clear down calls.

UccC Unified Communications and Collaboration

VOIP Voice over IP protocol.
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15 Appendix A — BootP Configuration.

BootP is the preferred method to use to configure the media gateway. This will apply most of the required
configuration in a single step. If the use of BootP is not possible the manual process can be used, this is
described in the section 6.

All the required files needed to deploy using Boot P are posted on Livelink at this location

http://livelink.intra.bt.com/livelink/livelink.exe?func=I1&objld=121134726&0bjAction=browse&sort=name

They are available in a single downloadable file. This includes a copy of the BootP software. A copy of
BootP is also provided on the installation CD supplied with the media gateway.

Due to many routers not passing BootP it is recommended that you run from a device within the same

network segment. If this is not possible use a PC connected directly to the media gateway using a crossover
cable connected to Ethernet port 1.

15.1 Installing Boot P

Open the BootP 2.1.0.12, or greater, executable. Double click on setup.exe
X

‘welcome to the BootP Setup program.  This prograrn will ingtall
BootP on your computer.

It iz strongly recommended that pou exit all ‘Windows programs
befare rnning thiz Setup program.

Click Cancel to quit Setup and then cloze any programs pou have
wnning. Click Mext to continue with the Setup program.

Wt RMIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction ar distribution of this pragram, or any
portion of it, may result in ¢evere civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

|iztallS hield

< Back Cancel

In the Welcome window select next,

In the Read Me Information window select next.

In the Choose Destination Location window, accept the default location select next.
In the Select Program Folder window select next.

Issued by Steve Wade DGD6
Issue no: ACT32507 Issue 1.1:
Page 41 of 46


http://livelink.intra.bt.com/livelink/livelink.exe?func=ll&objId=121134726&objAction=browse&sort=name

AudioCodes Mediant 2000 Gateway
Deployment Guide

Start Copying Files [ x|

Setup has enough information to start copping the program files.
If you want ta review or change any settings, click Back. IF pou
are satisfied with the settings. click Mext to begin copying files.

Current Settings:

Setup Type: ;I
Complete

Target Folder
C:AProgram FileshAudioCodesBootP

User Infarmation
Mame: Acl
Compary:

ki

| matallShield

< Back

¢ Inthe Start Copying Files window select next.

When the program has finished installing, select finish completing the installation.

15.2 Configuring BootP

Check that the following files downloaded from Livelink are copied into the :\program
files\AudioCodes\BootP\data

BoardQSIG.ini
BoardEurolSDN.ini
TP1610_SIP_F6.00A.xx.xx.cmp
Uk.dat

Uk.ini

Secured scenario.dat
BTACLogo.qgif

Launch the Boot P application from Program Files, BootP, BootP.exe

Configure preferences:
e Select Edit
e Select Preferences
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ﬂ‘ﬁ AudioCodes BootP / TFTP Server

P [=1 3

| m|m

o[+ o)

Clignt | Date

| Preferences

~Boot
i
[ Feply Type——
¥ Bioadoast

€ Wnicast

TARP Type——
= Dpnamic
 Static:

Mumber of Timed Replies:
0

TFTP Server
| Enabled

On Interface:

|0 1044724

Directory:

|

|E:\pmg|am fileshaudiocodes\bootphdata j 3

Boot File Mask

INI File Mask.

Tirmeaut: |5
I awirnum
Retransmissions: I1 0

LCancel |

Deployment Guide

e Check that the interface shows the IP address of the server running BootP ( it may show the local
host value 127.0.0.1)

e Use the browse icon next to the directory path to navigate to the folder where the board.ini,

TMP1610,uk.dat and uk.ini files are located. It is recommended to use Program

Files\Audiocodes\BootP\Data. Check that the path is has updated, it can also be set manually.

e Click okay which closes the preferences tab.

Create a new template.

¢ Inthe AudioCodes BOOT P TFTP server window select Services and then select Templates. If the
error message “Error opening TFTP directory “ is received, click okay and go back and check that
the path in the template created previously is correct.

e Inthe Templates window select the green new template icon.

ﬂ_ﬁnudiotodes BootP / TFTP Server

File Services Edit Help

o |

1| ==

Clignt Date

I |
& Templates

=)

Template Mame

Site Template

IP
Subnet
Gateway
Server [P
Eoot File

IMI File:

Template Name [Site Template
o fo [
Rl onion
ol o o
o Fo i
[TP1610_3IP_FA408 7.0 7]
C—

—

e Enter the template IP address range to be offered. If configuring locally enter the defaults values as

shown.

e Inthe drop down box to the right of the Boot File select the P1610_SIP_F6.0a.xx.xx.cmp file.

¢ Inthe drop down box to the right of the INI File select required BOARD.ini file. Use BoardQSIG for
QSIG connections or BoardEurolSDN for EurolSDN connections.

e Select OK closing the Templates window.
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Creating a Client

¢ Inthe AudioCodes BOOT P TFTP server window select Services and then select Clients.

| MaC | Mame = | Cliert MAC 00-90-8F-16-E4-D5 Il

B 00-90-5F- 15843 10,4472

B 00-90-8F-16B4CD 10.1.10.10 Gertbame [
Template  |SteTemplte  ¥|
N ol el e
Subnet | S S O 2
Gateway [o [ o [ &
TIRsewer P [l [T [l [T &

ChP Version: 5.404.017.004 28/06/08 23:12:27

Baat Fiie [TF1610 SIF_F5.404017.004cm =]

INIFile  [BOARD ini N

I FlashBum bl EditiNI

oK | Apply | Apply&ﬂesetl

e Enter the MAC address of the media gateway in the Client MAC field. It is written on the front of the
gateway.

¢ Inthe drop down box to right of Templates select the template previously created.

¢ All the fields will be populated with the exception of the IP address. The IP address to be assigned to
the device needs be added. In this example the default address has been used.

e Check the flash burn option is selected.

e Select Apply.

Check gateway can be detected.

¢ In the Client Configuration window select the icon on the right icon to test for connection.

]| ..AudioCodes BootP / TFTP Server

File Services Edit Help
s]e o

1| |

Clignt | Date | Time | Status | Mew [P / File | Client Name | Client Infa
00-50-8F-16-B4-C3 1941172008 17:.45.26 Client Found 1044723
00-90-8F-16-B4-C3  19411/2008 17:45:26 Client Found 1044723

Client Configuration x|

== ®) =]
| Mac | Mame [P | Cliert MaC 00-90-8F-16-B4-C3 i
00-50-6F-16-B4-C3 1044723 _
B 00-90-8F-16B4-CD 10.1.10.10 Client Name
Template Site Template 'l
IP w2 r
Subnet E E O W
Gateway 10 |1 I'ID |1 v

TPsewer P 10 [ [0 [T W

CHP Version: 5.404.017.004 29/05/08 2312:27

B

Bect File [TF16T0_SIP_FB.404.017.004.cm v [~

INIFile  [EOARD ini o~

I~ Flash Bumn [-fb) Edit IM] |

gk Apply | Apply & ﬁesetl
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e When the test icon is selected the BootP software checks it can reach the MAC address. Client
found should appear in the status window. If this doesn’t appear check for network errors.

¢ Close the client window.
Uploading files to the gateway
¢ Inthe AudioCodes Boot/TFTP Server, select the line containing the MAC address of the media

gateway.
¢ Right click on the line and select reset.

[ AudioCodes BookP / TFTP Server M=l E3
File Services Edit Help
1 | sls o

Client | Diate | Time | Statuz | [
1592168.100.59 18/11/2008 175308 100% 0K [
192168.100.59 18/411/2008 175308 100% 0K [
192168.100.59 18411/2008 17.5308 100% 0K [
192168.100.59 18411/2008 17.52:34 1002 0K {
00-90-8F-16-B4-CC 19/11/2008 176232 Cliert Found T

e The gateway will restart. It will then upload the files from the BootP application to the gateway.
o Close the BootP application.
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The media gateway interfaces between Microsoft Lync and a PRI trunk connecting to the PSTN or PBX. The
following numbers can be used for help with in configuration of the media gateway. These numbers are for

UK deployments and will be updated for International launch.

Avaya Support

0208 633 1010

Nortel Support

0800 371779

Cisco Support

01977 591706

Second Line Helpdesk
BATS Incident Management

Switch diagnostic team

0800 731 5109

Technical Support team

0800 371 779
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